INTERNATIONAL ISO/IEC
STANDARD 7816-4

Third edition
2013-04-15

Identification cards — Integrated circuit
cards —

Part 4:
Organization, security and commands for
interchange

Cartes d'identification — Cartes a circuit intégré —

Partie 4: Organisation, sécurité et commandes pour les échanges

Reference number
ISO/IEC 7816-4:2013(E)

1SO|IEC
i o © ISO/IEC 2013




ISO/IEC 7816-4:2013(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2013

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +412274901 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2013 — All rights reserved



ISO/IEC 7816-4:2013(E)

Contents Page
[l oY (=1 o] (o [P RRO PR ORURPRPRPRRRRRRR vii
[ 11 o T L1 T2 4 Lo o PP SRR viii
1 8T o o - 1
2 NOIMAtiVe FefErENCES...... .. s ss e e e s s s s s e e e e e e s e e s s smnne e e e e e sassssnneneneessnsssnnnns 1
3 Terms and defiNitioNS ... s s n e e e e e e nn e e e e s e nmn e e e e s 2
4 Symbols and abbreviated termS...........ccceeccirirrrrrr e e 7
5 CommMaNd-RESPONSE PAIIS......cceeiiiiiiiiiiimeieeriiisssssssmere e e rs s s s ssssmsr e e e e e s sssssssmms e e e e essasssssnmseneeeessnsssnnnenessannsn 8
5.1 {07 4 Lo [ o7 ¢ E-3e3 o oY1 - 1T o 100 SR 8
5.2 £ L - PSP 9
5.3 Chaining ProCeAUIES.........ciiiiiiiiie it s e s s e e s saan e s s s an e s s nnnans 10
L Jhe TR 1Y o - - | 10
5.3.2 Payload fragmentation...........ccccciiiiiiiiei s 10
5.3.3 Command CRAINING ......ccoiiiiiiiiiiir i 10
L 20 S =TT o 4 EoT = o T 11 11 T 1
5.4 Class DYte.....o i 12
L0 30 I 0o Yo |13 ¥ 12
5.4.2 Logical ChanNEIs ..........e e 13
5.5 INSErUCHION DYLE......eee e e e 14
5.6 SHAtUS DYLES ..o e e amR e e e e e e e a s nmneeesan e nmnnneeneeaan 14
6 D T 1= o] o 1= o = 17
6.1 57111 I = Ve F= = T o) o =Y o2 £ SR 18
6.2 =] =1 8 I Ve F- 1 T oY o =Y o £ S 18
6.3 Constructed DOs versus primitive DOS..........ccccccirmmimiiinisccsssmrrre s sssssssssssse e sss s ssssssssssssssssssssneens 18
7 Structures for applications and data...........ccciiiiiic e —————— 19
71 Available StrUuCLUIeS ...t cecece e s eeeecsesesasasnsasasssssssssssssssssssssssssssssmensnsnnnnnnnnnnnn 19
7.2 Validity @rea ....occceeiiiiii i —————— 20
7.2.1 Definitions and attributes ...........coo o —————— 20
7.2.2 Basic rules for VA handling and USE@..........cccccccerirrimmrrrsssnrerssssseesssssssessssssssssssssssesssssssesssssssesssssssensas 20
7.3 SErUCUIE SEIECHION ... s e e e smme e e e e e e s s e nmn e e e ea s anmnnneeneeaan 21
7.3.1  Structure selection Methods.......... e e e s nen e 21
7.3.2 File reference data element and DO ...........oooiiiiicicirinesere e s sn e s ne e eas 22
7.3.3 General reference data element and DO ............cccoiiooiriirerrrinssrr e e s 23
7.3.4 Data referencing methods in elementary files ... 23
7.4 File and data control information ... e 23
7.4.1 File control information retrieval ... ————— 23
7.4.2 Data control information retrieval...........ooooiiiiii i ———— 24
A 3 T 07 o { o e T T T4 =Y =T 24
A0 37 S~ 3 e o G =L o 1= o T 26
7.4.5 File descriptor BYte ... ———— 26
7.4.6  Profile INAICAtOr ... e e s s e e s s e s s e ne e e e e s e s sme e e e e eesnnssnnnmnnnns 27
7.4.7 Data descCriptor byte........ e s 27
7.4.8 DF and EF list data elements .......... s 27
7.4.9 Instance number data element............oo i ————————————— 28
7.4.10 Life CYCIe StatUs......occceceiiii et n e e s s s mm s e e e e e sa s aam e e e e e e s e e anmn e e e e ee s e s nnnnnns 28
7.4.11 Indirect referencing by short EF identifier using DO'A2" ... i 28
7.4.12 Interface and life cycle status dependent security attribute template..........ccccovriiiiiiiiiicnninienn, 29
8 Specific use of DOs and related CONCEPLS........ccccvvcirrriiiiisccscrrrr s smnneees 30
8.1 BER-TLV payloads and padding.........ccccccuiiirimiinnirineis s s s 30

© ISO/IEC 2013 — All rights reserved il



